
SpyFalcon Removal

SpyFalcon is a relatively new adware program that is particularly nasty. It is designed to display ads on your desktop for
its anti-spyware program, a fake piece of software that ironically claims to have found spyware on your system and will
remove it for a small sum of money. This article contains instructions on virus removal and cleanup.



SpyFalcon behavior and symptoms  


· Pop-up ads will be displayed  


· Searches redirected  


· Data you are sending over the internet can be stolen and sold  · Personal data can be transferred  · Windows can crash
 


· Your system can crash and you might need to reboot     





SpyFalcon removal instructions: 



    
 - Download SFFix.reg

    
 - Download smitRem.exe to desktop (Credits: noahdfear). 

    
 - Launch smitRem.exe. 

    Click Start 

    Confirm box "All files have been      extracted" by pressing OK 

    
 - Reboot into safe mode

    
 - Run SFFix.reg

    
 - Delete folder: &ldquo;C:\Program Files\SpyFalcon\&rdquo;

    
 - Delete file: &ldquo;C:\Windows\system32\dxmpp.dll&rdquo;

    
 - Find the smitRem folder on your desktop      and run &ldquo;RunThis.bat&rdquo; to start cleaning the SpyFalcon
infection.

    
 - Reboot again
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